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1. Bootloader

PLACEHOLDER

- This document will describe the main MCU bootloader and firmware-update mechanism. The
old SWAD content will not be migrated directly.

1.1. Planned sections

1. Boot flow and recovery

2. CAN update protocol

3. USB/UART update protocol

4. HMAC-SHA256 firmware signing

5. Anti-rollback counter

6. Update preconditions and safe state

7. Key rotation and user-managed keys

8. Test cases and validation evidence


